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Introduction

A No big secrets
A Mentioned somewhere already

A Not that many people seem to know about
them

A | bumped into most of them when doing code
reviews

A Most of it is ongoing research




NULL pointers
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automatically think the problem may be used to "execute arbitrary code", that is, take over
user's computer. That is not always the case, and is usually only possible for what is calle
stack buffer overflow, even though it is also sometimes possible for heap (allocated) buffe
overflows. However, we have seen this phrase used eveorthnary NULL pointer crashes
that had no possibility whatsoever to be abused.

YngvePettersen
Senior developer Opera Software



NULL pointers

A Most are considered not to be exploitable
A Because 0x00000000 is not mapped
A {2Y S SA82dF2yAYSRAR 0S Y| LIIR
A NULL + <some offset> for example

I Where offset iIs something large you control

A Pass NULL to a function where it has special
meaning

I Strtok) for example



NULL pointers cont.

ANULL + offset examplprocmai):

void*app_val (sp,size)
struct dyna_array*const sp;
Int size,
{
If(sp->filled==sp->tspace) /* need to grow ? */
{
size t len=(sp->tspace+=4)*size;
sp->vals=sp->vals?realloc(sp->vals,len):malloc(len);
}

return &sp->vals[size*sp->filled++];

}



NULL pointers cont.

#define app_val _type(sp,t,s,v) (*(t*)app_val (&sp,sizeof(s))=(v))
#define app_valp(sp,val) app_val_type(sp,const char*,const char*,val)

A Yesprocmailis nasty

A If realloq) fails at some point it returns:
I NULL + spfilled++
I NULL + offset
I And then writes aiserdefinedoyte to it




NULL pointers cont.

A NULL has special meaning

char *tok_lasts;

char *spnamelist;

char *Spname,

spnamelist =
strdup(XpGetSpoo

* strtok_r() modifies string so c

example (X.org):

erTypeNamelList());
up' it first */

for( spname = strtok_r(spname
spname != NULL ;

Ist, """, &tok_lasts) ;

spname = strtok_r(NULL, ":", &tok lasts) )

{



NULL pointers cont.

A strdup() can return NULL
i [FKS\SHY20S/2dZK Y SY 2N
A So NULL is passeddtok _r
A NULL asstargto strtok_rhas special meaning
A LY S yYAOS Q fiSRstrtok_r() before, use the 3tlarg

A Which in this case is aminitializedpointer to a
pointer

A Strtork_rthen scans through the string till it finds the
2nd arg

A And then replaces it with a-Byte ! (causing memory
corruption)



NULL pointers cont.

A NULL is just another address

A Fits perfect

y Into your virtual address space

A But unmap

ned by default in most cases

A [F2yTe 82d22dIRIVAY | LAIR X

I If so, a lot

of NULL pointer bugs become exploital

A So in which context could you map NULL

I Beforeitd

ereferences NULL in some way



NULL pointers cont.

A Mapped by default.

A Someosseaused to map it by default.
A You couldadleastread 0x00000000
A There was some data on it

A 8lgm made an exploit for a NULL pointiref
{/ h@pt chmod



NULL pointers cont.

/*
* ptchown.c
* Usage: ptchown file

* Copyright [8Igm] 1994, all rights reserved.

*

* Utilises flaw in /usr/lib/pt_chmod to chown 'file' to your uid/gid.
* If invoked with a fd that isnt a valid master pty, ptsname() will
* return NULL, which goes unchecked. pt_chmod will thus execute:

*

* chown(NULL, getuid(), getgid());

* If your OS maps page 0 , such that NULL is a valid address,

* the chown(2) will succeed. This program works by symlinking
*'file' to NULL, and then executing pt_chmod with an ‘'invalid' fd.
*[e]

*/



N

A The kernel !

ULL pointers cont.

A If in kernel mode, but user context
i Virtual address is shared (for mastsesanyway)

A So how does one map NULL ?
A mmap(0,<length>, PROT_READ|PROT WRITE,

MAP_FIXE

A Ofcourseex
I What the

D|IMAP_PRIVATIED);
nloitabllity still depends

Kernel does with this NULL pointer

A Still, a fair amount of kernélULL pointersan be
exploited this way



NULL pointers cont.

A So what aboutiserland?
A Fairlyos dependant.

A The goal is still the same
I For a process to map 0x00000000 somehow

A Most of my testing was done dimux



NULL pointers cont.

AIn early 2.6.x kernels (till 2.6.12)

A Mmap allocates from high till low addresses
I OXbfXXXXXX till 0OxO0000000
I Including 0x00000000 !

A Get an application to map a lot of memory
A Eventually 0x00000000 gets mapped !
A Thinkfirefox J



NULL pointers cont.

commit 49a43876b935c811cfd29d8fe998a6912alcc5c4
Author: LinusTorvalds<torvalds@osdl.org>
Date: Wed May 18 15:39:33 206%/700

[PATCH] prevent NUbimapin topdown model

Prevent thetopdown allocator from allocatingnmap areas all
the way down to address zero.

We still allow a MAP_FIXED mapping of page O (needed for
various things, ranging from Wine and DOSEMU to people who
want to allow speculative loads off a NULL pointer).

Tested by Chris Wright.

Signedoff-by: LinusTorvalds<torvalds@osdl.org>



NULL pointers cont.

A Another way to force local applications to
map NULL

A Linux has this notion of personalities

A One of them (SVr4) requires NULL to be
mapped by default

A Personalities get inherited threxecvel



NULL pointers cont.

A binfmt_elf.c

If (current->personality & MMAP_PAGE_ZERO) {
[* Why this, you ask??? Well SVr4 maps page 0 asread -only,
and some applications "depend" upon this behavior.
Since we do not have the power to recompile these, we
emulate the SVr4 behavior. Sigh. */

/* N.B. Shouldn't the size here be PAGE_SIZE?? */
down_write(&current->mm->mmap_sem);
error = do_mmap(NULL, 0, 4096, PROT_READ | PROT_EXEC,

MAP_FIXED | MAP_PRIVATE, 0);
up_write(&current->mm->mmap_sem);



NULL pointers cont.

Al RROYIRS(E (K'Y (dkED
A NULL gets mapped

I Read only
i Filled with Gbytes

A Limits the options

A However, 0x0000 on ia32 can be seen as an
alternativenop

I Well, sort of eaxhas to contain a valid address

A Stillusefullfor function pointers that are set to
NULL




NULL pointers cont.

A Someossesalso map NULL by default
A But map it without read, write or exec perms

A Mostly useless

I Unless you can trigger a NULL poirterefright
before a call tanprotect()



Stack overflow
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MichaelWojcik
Principal Software Systems Developer, Micro Focus



Stack overflow

A CKSOERYIRIER (2 0Sy2(KYAY 2NIKSY I DoS
A . daRe2diKy] I 62daAPAE @Al y2IKINSAENERG O
A What if you can force an application to map data
directly after the stack ?
A FAAR20 =82d2D y &K yISrlimits:
I Put arbitrary limits on the length of the stack
I Force the memory allocator to usemapinstead ofork
A Again a question of context

A Highlyosdependant




Stack overflow cont.

A Tested orinux2.6.8 lebian)
Aa Yl L®data grows towards the stack

A There is no guard page between stack and
Y'Y L&data per se.

A If you can allocate enough memory stack and
heap are right next to each other !



Stack overflow cont.

A So what about (p)threads ?
A Libcdependant

A With older T there was no guard page
between stacks

AbSsINBYSAR2 K- 51 TENRILEITS
A Sometimes you can jump ovegaardpagé

A Consider:
void f(void) {
char b[4096];
f(); }



Stack overflow cont.

A What about the kernel ?

A a 281RyDA JOFO ffe K- &S |- TrNRLITS NI
all stacks.

A Huge waste of memory

A If you can force another page to be mapped
after (or before, depends !) the stack then it
becomes exploitable !



Shifting thestackpointer



Shifting thestackpointer

A There are certain ways to allocate dynamically
sized arrays on the stack

A C99 provides the following:
f(int s){
}char bl[s];

A And then there islloca

A Quaote from theallocamanpage
o¢KSalloca) function is machine and compiler

dependent. On many systems its implementation is
odZERAN A d&S & R AN ASR®




Shifting thestackpointercont.

A Dynamically allocated arrays on the stack:

I Fnfnt len, char *p) {
char bfen|;

strcpy(b,p);
}

A Alloca

I Fnfntlen, char *p) {
char *b =allocglen);

strcpy(b,p);
}



Shifting thestackpointercont.

A Gccegenerates code that simply modifies the
stack pointer

A Generated code foallocaand C99
dynamically allocated arrays on the stack is
pretty much identical

A No error checking of any kind is done



Shifting thestackpointercont.

A Unbounded callspwned! You just got full
control over the stack pointer.

A Even if not unbounded. If the length is based
on somestringlengthfor example it can still
be fairly large.

A And cause stack overflow

A Depending on the context these are still
exploitable (as mentioned eatrlier) !



Shifting thestackpointercont.

A a 202Y LASNUOS 555y Ryl RRIy@
protection here

A a X0 TE Jadrf AdRe RRSAH
I Probes memory ialloca
i 52SYAN LIBY SyU/ depReyT Y XD e 31 SRI- NNI&



Reference counters



Reference counters

A Certain objects have reference counters

A Used to prevenBSy3 (K (i202i6 KAS Al
In use

A If you use the object you increase thaefcount
A When done you decrease it
A If the refcount Al NI @ TNERR



Reference counters cont.

A Turns out reference counting is more difficult

then it seems

A Lots of cases where you might forget to
decrease a reference (error code paths)

A Leads to an integer overflow of the reference

counter

A RefcountR XA (R oI DX EE

HH212m



Userspace Kernelspace

1) fd1 = open(....);

File struct;

Fdl: 3 Ref count = 1

2) fd2 = dup(fdl);

Edl: 3 File struct;
o 4 Ref count =2

3) ref_counter_overflow();

Fdl: 3 File struct;
o 4 Ref count=1

4) close(fdl);




Reference counters cont.

Int sys_fsync_randstructlwp *I, void *v, register t*retval) {
structsys fsync range_argaiap=v,
structfile *fp;
Int flags;
Int error;

[* getvnodd) will use the descriptor for us */
If ((error =getvnoddp->p_fd, SCAR@A&p, fd), &p)) !'=0)

If ((flags & (FDATASYNC | FFILESYNC)) == 0) ||
((~flags & (FDATASYNC | FFILESYNC)) == 0)) {
return (EINVAL); /& no FILE_UNUSg()*/



Reference counters cont.

A Sometimes you also end up with a double
decrease

A Easier to exploit

A { NG 82dE2Y WK &5 (R 4 I KIBNKS VTSN
overflow to happen

A Can be exploited instantly



Reference counters cont.

A Interesting suspects

i Most kernels reference a lot of objeairt |- Ng} &EHSEXKO

I X server

I MozillaXPCOM

i (D)COM(+)
I Javascript(objects reference counted behind the

scencep
I Python
I | gR2AS20Y 2NeIX



File race conditions



File race conditions

A Reopening in a file irtrthp in a (un)safe
manner.

A { dZBSAER 32fdaRyaYdstat/open/fstat Ry
I Compare both devices andodes
I If they match it must be the same file

A Not true

A Still a race
I File could be deleted
I Create new file with the samaodenr



File race conditions cont.

A & daFe2dL2Y LUNSIY 2NERY (KS &l (istruct
a3 &=
A Not true




struct

stat {
dev _t
Ino_t

File race conditions cont.

st _dev ; /*ID of device containing file */
st ino ; /* inode number?*/

mode t st _mode ; /* protection */
nlink_t st _nlink ; /* number of hard links */

uid_t
gid t
dev t
off t

st_uid ; /* user ID of owner */

st _gid ; /* group ID of owner */
st_rdev ; /* device ID (if special file) */
st_size ; /*total size, in bytes */

blksize t st blksize ;/*  blocksize for filesystem
blkent_t st_blocks ; /* number of blocks allocated */
time t st atime ;/*time of last access */

time t st mtime ;/*time of last modification */

time t st ctime ;/*time of last status change */

/O */



Fileraceconditionscont.

Adev t st dev ;

I So It has to be on the sangevide
Alno t stino ;

I And have the sammodenumber
Amode t st mode ;

I And the same mode
Anlink t st nlink

I And the same amount of hard links



File Race conditions cont.

Auid t st uid ;

gd t st gd ;

I And owned by the same user and group
Aoff t st size ;

I And it has to have the same size

A blksize t st blksize
I Is usually the same for all files

Ablkent t st blocks ;
I Amount ofdiskspacehe file occupies (blocks of 512b)



File race conditions cont.

Atime t st atime
time_t st mtime ;
time_t st ctime ;

Time since epoch mesured In
SECONDS!

You get a whole second to race.

Depending on how the fs 1s mounted

atime doesn6t matter.

time t can overflow, I f youore
willing to wait for 70 years J



File race conditions cont.

A Normally people only compare a few fields,
FYR&2d£2yWK &S (2 Y| 1 Sadksl ff 2FiKa &
valid.



File race conditions cont.

AdhuybhCh[[h? LBEDYAEKRENIN
A b2SNRRSYD
A It just prevents an attacker from using

symilin

AO NO
symlin

K9n the attack, there is still a race
~OLLOW will still follow directory

KS



File race conditions cont.

A Piled and piles of vulnerable applications !
A Goreauditall those coobuids]



Regular expressions



Regular expressions

A Often used for input validation

A Or patternmatchingfor some kind of
detection (snort for example)

A Regular expressions are exceptionally hard to
get right

A Even those that look very simple



Regular expressions cont.

A For example:
i /\dvd\d-\d\d\d%$/
I O g XEIEER2 Y IAK\n
I Could lead to next line injection



Regular expressions cont.

A How about this one:

(2:0040 ]| \((?:[AN\XBOAXFA M OL5()]|\\ [P\X8O\XF]| \ ((?:[A\\XBOAXFA N\ 015(
NI PAXBOAXE])*\))¥\))*(2:(2:[0040)<>@, ::\\\[\]\ 000\ 03 A XSO\ XFf+( 2! [~
(040)<>@,::"\\[\]\000\ 03 A X80\ XH])["(?:[* \\\ X80\ xFA N\ 015"]| \\ [\ X80 xf
D*)(2:(2:0 04| \((2:[A\\X8OAXFAN 015()] [\ [PAXBOAXF]| \ ((2:[A\\XBOAXf

AN 0150\ [PAXBOAXF)*\))*\)*\.(2:0 040 ]| \ ((2:[A\\ X8O\ XFAM 0150\ [

M X8O\ XH]| \ ((2:[A\\X8O\XFA M 015 )]\ [P\ X8O\ XH])*\))*\))*(?:[*(\040)<>@,;
- \\\[\\00O\ 03 AX8OAXF+(?1[*( 040)<>@,::\\\[\\000-\ 03 A X80\ xH])|"(?:



Regular expressions cont.

People make bitEEE

G Xi2¥Db! regex

| wrote a hugaegexon GNUegex it couldn't
compiled.

| can find the limitation from the code:
* Max 255 pairs of ()
* Max 65535 bytes afegexaMad

A This is insane !



Regular expressions cont.

A Someregeximplementations are not binary
safe either.

A The poison null byte strikes again
At KL@ereq) functions have this problem

A Can be used in a lot of cases for all sort of
nastynesgsqlinjection for example)



Regular expressions cont.

A Taking aegexas input

A Stupidimo, but people do it

A Javascriphas support for regular expression
A Most regexparsers are written in c

A And hence mostegexparsers are probably
vulnerable to a lot of overflows and the like

A PerINGBSE& allow embeddedperl code in aregex
I Not allowed by default if theegexis not constant
i cES NeXévale Sy 6fSA Kl




Writing to stderr



Writing to stderr

A Hm, well file descriptor 2
A In libraries
A Unexpectatly

A Example: FreeBSballoc
i Writes tostderr FXIQ y@I- {20 (582Y' S
management structures
A What iffd 2 got closed ?

A And then for example /etgdasswdgets
opened readwrite



Writing to stderr cont.

static arena_t *
arenas_extend(unsigned ind)

{
*
* OOM here is quite inconvenient to propagate, since dealing with it
* would require a check for failure in the fast path. Instead, punt
* by using arenas[0]. In practice, this is an extremely unlikely
* failure.
*/
malloc_printf("%s: (malloc) Error initializing arena\n”,
_getprogname());
}

Amalloc_print{) prints tostderr
A getprogname) usually returns the content @irg\[O]



Writing to stderr cont.

A Bugs where you can passed clo3edto
suidsobviously help

I OSX
I Opensolaris
i [MVIE1SNE (RS W 6 2N AK glibe!)



Writing to stderr cont.

A Most library functions should never write to a
fixed file descriptorgtderrfor example)

A If they need to do so, then it should be
R2QIY S/TERX
A X 2NIBNTIfE 20RdaA dorintf() for example)
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Useful resources

A Theshellcodershandbook (check page 505)

A http://eeyeresearch.typepad.com/blog/2006/08/p
ost ms06035 ma.html

A http://www.phrack.org/phrack/63/p63
Ox0e Shifting the Stack Pointer.txt

A http://seclists.org/vulndev/2002/Nov/att-0056/0
A http://www.pine.nl/press/pine-cert-20030101.txt
A http://seclists.org/bugtrag/2000/Jan/0016.html
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Useful resources cont.

nttp://blogs.23.nu/RedTeam/stories/12189/
nttp://www.snort.org/archive-3-1353.htm|

nttp://gcc.gnu.org/ml/gcepatches/2004
02/msg02289.html

Do To Ix
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